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Abstract of these mechanisms has its own relative advantages and
disadvantages in comparison to the other schemes. NIST
This paper presents a model for the distribution of revo- is working to create mathematical models of some of the
cation information using certificate revocation lists (CRLs). proposed certificate status distribution mechanisms. These
This model is used to highlight inefficiencies in the “tra- models could be used to determine the circumstances under
ditional” method of distributing certificate status informa- which each of the mechanisms is most efficient.
tion using CRLs. Two alternative CRL-based revocation  Most of the proposals have involved variations of the
distribution mechanisms, over-issued CRLs and segmentedriginal CRL scheme. Examples include the use of seg-
CRLs, are then presented. The original model is then ex-mented CRLs and delta-CRLs [2]. However, some schemes
panded to encompass each of the alternative mechanismslo not involve the use of any type of CRL (e.g., on-line cer-
and these expanded models are used to demonstrate the adiicate status protocols [4] and hash chains [3]).
vantages of the alternative mechanisms to the “traditional” This paper presents models for various methods of dis-
method. Finally, the paper offers some suggestions fortributing certificate status information using CRLs. In mod-
choosing the best CRL-based revocation distribution mech-eling the various methods, it is assumed that relying parties
anism for any particular environment. request CRLs only when needed to perform a validation
(i.e., no pre-caching of CRLs) and that they have perfect
caches (i.e., no CRLs are deleted from the cache until they
have expired). For each option, the request rate is computed
for CRLs as a function of time. As this paper shows, request
rates vary over time. However, in building a repository for
Public key infrastructures (PKIs) are being fielded inin- a PKI, it is necessary to build one that is capable of han-
creasing size and numbers, but operational experience tailing incoming requests, even when the request rate is at its
date has been limited to a relatively small number of envi- peak, without unreasonable response times. As such, this
ronments. As aresult, there are still many unanswered quespaper focuses on distribution methods that minimize peak
tions about the ways in which PKIs will be organized and loads on repositories as opposed to methods that minimize
operated in large scale systems. Some of these questions iraverage loads.
volve the ways in which individual certification authorities The paper begins by presenting a model for the “tradi-
(CAs) will be interconnected. Others involve the ways in tional” method of distributing certificate status information
which certificate status information will be distributed. In using CRLs. This model is then used to point out some
a 1994 report, the MITRE Corporation suggested that the of the deficiencies inherent in the “traditional” method. Fi-
distribution of revocation information has the potential to nally, models for two alternative CRL-based certificate sta-
be the most costly aspect of running a large scale PKI [1]. tus distribution methods are presented and the manner in
The MITRE report assumed that each CA would period- which these methods overcome some of the deficiencies in
ically issue a certificate revocation list (CRL) that listed all the “traditional” method is described.
of the unexpired certificates that it had revoked. Since the
MITRE report was published, several alternative certificate 2 A model for the traditional method
status distribution mechanisms have been proposed. Each

1. Introduction

*This paper appears in thieroceedings of the Fifteenth Annual Com- The tradi.tion.al method of dis_trib_Uting .Cert_iﬁcate sta-
puter Security Applications Conferenqmges 256-264, December 1999.  tus information involves a CA periodically issuing a CRL,
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Figure 1. Unsegmented CRL

which it posts to a repository. The CRL includes all un- dependent of each other (i.e., they occur at randomly dis-
expired certificates issued by the CA that have been re-tributed times). Based on this assumption, an exponential
voked. Each CRL includes @extUpdate field that spec- interarrival probability density [5] can be used to model the
ifies the time at which the next CRL will be issued. Any timing of validation attempts. In this model, the probability
relying party requiring certificate status information, that that a relying party’s first validation attempt will occur in
does not already have the current CRL, retrieves the currenthe intervalft . . . ¢ + dt], in the limitdt — 0, is

CRL from the repository. In order to enhance performance,

copies of the CRL may be distributed to several sites. The ot

model in this paper, however, assumes that all relying par- ve”"dt 1)

ties obtain CRLs from the same repositbry wherev is the validation rate (i.e., average number of certifi-

In order to examine the load on the repository from CRL 0q per unit time that a relying party attempts to validate).
requests, the rate at which requests for CRLs are made OVeEince each relying party downloads a CRL at the time of
time must be determined. With the traditional method, ev-

ery relying party needs the most current CRL in order to
perform a validation. Once a relying party has retrieved the

most current CRL, it will not need to request any more in- 1, "~ y1 | this equation is multiplied by the number

formatloq fr'om the repo§|tory until anew CRL has peen IS” of relying parties,N, and divided bydt, the result is the

sued. Thls_ is the case with the tradltlo_nal methc_)d since eac'}equest rate for CRLs from the repository at time

CRL specifies the status of all unexpired certificates issued

by the CA and each CRL includesaxtUpdate field stat-

ing when the next CRL will be issued. As a result, over the R(t) = Nve™** )

period of time in which a CRL is valid (i.e., the most cur-

rent), each relying party will make at most one request to ~ Figure 1 shows the request rate for a CRL, issued using

the repository for a CRL. This request will be made the first the traditional method, over the course of 24 hours. The

time after the current CRL is issued that the relying party graph in figure 1 was drawn assuming that a CRL was is-

performs a validation. sued at time 0 and that no other CRLs were issued during
In order to compute the overall CRL request rate, the the period of time shown in the graph. It was also assumed

probability density function for validation attempts for a thatthere are 300,000 relying parties each validating an av-

single relying party must be known. In particular, if a CA €rage of 10 certificates per day.

issues a new CRL at time 0, it must be determined, for any

time ¢, the probability that a relying party will perform its 3. Over-issued CRLs

first validation after time O at time If the number of re-

lying parties is reasonably large, then it can be assumed The graph in figure 1 makes the problem with the tra-

that the times at which validation attempts are made are in-ditional method of issuing CRLs apparent. The problem is
1if more than one repository is used, then the load on each repositorythat th? CRLs Cached by every relying party expire at the

could be approximated by dividing the number of relying parties by the S@me time. Immediately after the CRLs expire, and a new

number of repositories. CRL isissued, every relying party will need to obtain a CRL

its first validation attempt after time 0, this equation also
represents the probability that any given relying party will
send a request to the repository for a CRL in the interval




cRLNumber =1
thisUpdate = Mon. 12:00am
nextUpdate = Tues. 12:00an

cRLNumber =2
thisUpdate = Mon. 6:00am
nextUpdate = Tues. 6:00am

cRLNumber =3
thisUpdate = Mon. 12:00pm
nextUpdate = Tues. 12:00pm

cRLNumber =4
thisUpdate = Mon. 6:00pm

nextUpdate = Tues. 6:00pm

cRLNumber =5
thisUpdate = Tues. 12:00am

nextUpdate = Wed. 12:00am

cRLNumber =6
thisUpdate = Tues. 6:00am
nextUpdate = Wed. 6:00am

Figure 2. Over-issued CRLs
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Figure 3. Request rate for over-issued CRLs

from the repository in order to perform a validation. As are- original CRL expires.
sult, there is a relatively high request rate when a new CRL

is issued followed by an exponential decline in.the requestsued CRL has expired is not entirely new. Many people
rate. If CRLs are valid for a reasonably long period of time, have considered the idea of issuing an “emergency” CRL

then there will be periods of time in which the repository IS henever a certificate has been revoked as a result of a key

practically unused. In the example depicted in figure 1, the compromise. If the validity period of this CRL is the same

request rate begins at 34.72 requests/second and then dro% that of the “regularly scheduled” CRLs, then the issuance
to 0.24 requests/second after 12 hours. After 24 hours, theOf the “emergency” CRL may lead to a temporary reduction

request rate is only.6 x 10~ requests/second. in the peak request rate when the next “regularly scheduled”

One way to reduce the peak load on the repository is to CRL is issued. However, in order to maintain a consistently
spread out requests for CRLs. This can be accomplished bylow peak request rate, CRLs must consistently be issued at
issuing CRLs in such a way that the CRLs in relying parties’ a rate greater than that required by the validity periods of
caches do not all expire at the same time. the CRLs.

With the traditional method, a new CRL is not issued Figure 2 shows an example of over-issued CRLs. In this
until the time specified in theextUpdate field of the pre- figure, each CRL is valid for 24 hours, but a new CRL is
viously issued CRL has been reached. As aresult, a relyingissued every 6 hours. Figure 3 shows the request rate for
party with a CRL in its cache will not request a new CRL CRLs over the course of 24 hours assuming CRLs are is-
from the repository until the time specified in thextUp- sued as in figure 2 and that there are 300,000 relying parties
date field of the cached CRL has been reached. If a new each validating an average of 10 certificates per day. By
CRL is issued before the previous one expires (i.e., be-comparing figure 3 to figure 1, it can be seen that the result
fore thenextUpdate time of the previous CRL has been of over-issuing is to spread out the requests for CRLs, thus
reached), then some relying parties will retrieve this new significantly reducing the peak request rate (from 34.72 re-
CRL while other relying parties continue to use the previ- quests/second to 9.25 requests/second). Of course, even in
ously issued CRL. If each issued CRL is valid for the same figure 3 the request rate varies over time. If CRLs were
length of time, then the relying parties that retrieved the new issued more frequently, requests would be spread out even
CRL will still have valid CRLs in their caches when the more evenly and the peak request rate would be further re-

The idea of issuing a new CRL before the previously is-
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Figure 4. Peak request rate as a function of number of CRLs issued per day

duced. In the limit, if CRLs were issued continuously, the

request rate in this example would be 3.16 requests/second. S

Figure 4 shows the peak _request rate as a function of the P, =Py |1— Z Pr @)
number of CRLs that are issued per day. As can be seen,
most of the advantages of over-issuing in this example sce-
nario can be obtained by issuing CRLs once an hour. Once the system has reached a steady state, the probability
that a relying party will request a CRL in an interval will

be the same in each successive interval (Pe.= Py, =
Prn—1=Prn_2=...). S0, inthe steady state

j=n—0+1

3.1. A model of over-issued CRLs

P; =Pyl — (O —1)Py] 4)
Th(_a graphs in_figures 3 and 4 are only iIIustratiye of the Equation (4) can be solved fd¥:
benefits of over-issued CRLs. The degree to which over-
issuing can reduce the peak request rate for CRLs depends
on the validation rate of relying parties and the length of Pr = _ Pa (5)
time that CRLs are valid. In general, higher validation rates (O —=1)Pyy + 1

and longer CRL validity periods lend themselves to greater  |f an interval begins at time 0, then the probability that
relative improvements in the peak request rate as a result of, relying party will request a CRL from the repository be-
over-issuing. In this section, a model for over-issued CRLS, tween timeg andt+dt, in the limitdt — 0, is the probabil-
which can be used to determine the benefits of over-issuingity that the relying party performs its first validation attempt
in any particular scenario, is presented. of the interval between timesand ¢ + d¢ multiplied by
Suppose that the period of time between the issuance ofhe probability that the relying party does not have a valid
two CRLs is called an interval. In order to compute the CRLinits cache that it retrieved in a previous interval. The
request rate for CRLs over the course of an interval, the probability that the relying party performs its first valida-
probability that a relying party will request a CRL during tion attempt of the interval between timesndt + dt is

that interval needs to be determined. ve~"'dt (see equation (1)). The probability that the relying
party does not have a valid CRL in its cache can be com-

As was described above, arelying party will only request , o a5 the probability that the relying party will request a
a CR_L fr(_)m t_he rep(_)5|t0ry Inagiven interval if it performs o) during the interval divided by the probability that the
a validation in that interval and it does not have an unex- ro\ving narty will perform a validation in the interval (i.e.,
pired CRL in its cache. 1© represents the number of CRLs equation (5) divided by,,;). Thus, the probability that the

that are valid at any given timeX = 4 in figure 2) and  o\ving party will request a CRL between timeand? + d¢
P,,; is the probability that a relying party will perform a ;

validation in any given interval, then the probability that a

relying party will request a CRL in interval is P,,; times ot

the probability that the relying party did not request a CRL _vem™dt (6)
in any of the previou®) — 1 intervals: (O =1)Ppar + 1
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Figure 5. Minimum CRL lifetime as a function of CRL issuance frequency

If equation (6) is multiplied by the number of relying
parties,N, and divided bydt, the result is the request rate
for CRLs from the repository at time

Nye~ v

Ri(t) = (O —1)Pyat + 1

)
Since validations follow an exponential interarrival prob-
ability distribution, the probability that a relying party will
perform no validations during any given intervaleis"/©
wherel is the length of time that a CRL is valid (i.e., an
interval is of lengthl/O). Thus,P,q = 1 — e /9. So,
the request rate for CRLs over the course of an interval is

Nye™ v
R;(t) = 8
1(®) (O—1)(1—e/0)+1 ®
and the peak request rate is
N
Ri(0) = - ©)

(O—1)(1—e¥/9) +1

WhenO equals 1, equation (9) simplifies to the request
rate for CRLs issued in the traditional mann&;(0)
Nuv. At the other extreme, if CRLs are issued continuously,
the request rate will be

. Nuv
lim

Nv

0= [ (0 =1)(1—e?/0) +1

Twl+1

(10)

Equation (9) was derived under the assumption that the
goal in choosing a revocation distribution mechanism is to
minimize the peak request rate for CRLs from the reposi-
tory while maintaining a given CRL lifetimé, An alterna-
tive approach, however, is to assume that the repository can
handle a given peak request rate and then use the equation
to determine how short the CRL lifetime can be made. If,
in equation (9)/ f is substituted fo©O (where f represents
the number of CRLs that are issued per unit time), then the
equation can be solved fdr the minimum CRL lifetime
that can be achieved if the peak request rate must be at most
R:

Nv — Re~v//

U]

(11)

The graph in figure 5 shows an example of how CRL
lifetime can be reduced as over-issuing is increased. In this
figure, it is assumed that there are 300,000 relying parties
each validating an average of 10 certificates per day and that
the repository can handle at most 20 requests per second.
As the graph shows, the more frequently CRLs are issued
(i.e., the more they are over-issued) the more up-to-date re-
lying parties can keep their caches while still not overload-
ing the repository. In this particular example, if CRLs are
only issued twice a day, the CRL lifetime must be set to at
least 21 hours in order to prevent the repository from being
overloaded. On the other hand, if CRLs are issued contin-
uously, the CRL lifetime can be reduced to 1 hour and 46
minutes, thus ensuring that status changes are propagated
more quickly.

Equation (10) represents the theoretical minimum peak

request rate that can be achieved by over-issuing CRLs4- Segmented CRLs

While it is impossible to achieve this minimum rate, as il-
lustrated in figure 4, one can get a peak rate close to the the-

Another way to improve performance over the traditional

oretical minimum with a moderate amount of over-issuing. method of distributing certificate status information is to



segment CRLs. While segmenting CRLs may not reduceve " #dt = v dt. Since the probability that any given val-
the peak request rate for CRLs, it will usually reduce the idation attempt will require the use of segment 115,
size of each CRL. This may allow a repository to service the probability that segment 1 will be needed in the interval
requests for CRLs at a faster rate. [t...t+dt]is
In this section, a model for segmented CRLs is presented
which is used to determine the effects of segmentation on
request rates. In some cases, certificates may be allocated
to CRL segments in a way that attempts to minimize the
number of CRL segments that a relying party will need to Combining equations (14) and (15) and multiplying the re-
download. The model in this paper, however, assumes thasult by the number of relying parties results in the total
certificates are allocated to CRL segments at random. It isexpected number of requests for segment 1 in the interval
then assumed that each validation attempt is equally likely [t . ..t + dt]:
to require access to any of the CRL segments.
As in section 2, the probability density function for a Nove—ot/5 gt
single relying party with respect to a single CRL segment N(t) = HNve Tat (16)
(e.g., segment 1) must be determined. If CRLs are not over- $
issued, and a new CRL for segment 1 was issued at time ODividing both sides of equation (16) kit and multiplying
then a relying party will request segment 1 from the reposi- by the number of segments results in the total request rate:
tory in the intervallt . . . ¢t + dt] if and only if it attempts to
validate a certificate in the intervgl. . . t + dt] that requires ,
the use of segment 1 and it has not validated any certificates Ry(t) = sV, (t)
in the interval[0 . . . ¢] that required the use of segment 1. dt
First, the probability that a relying party will not have Equation (17) shows how CRL request rates change with
requested segment 1 in the interyal .. ¢] will be deter-  the amount of segmentation. SinBe(0) = N, it is clear
mined. Since an exponential interarrival probability for val- that the peak request rate is not affected by the amount of
idation attempts is assumed, it is known from the Poissonsegmentation. Increasing the amount of segmentation only

vdt
s

(15)

= Nove vt/* (17)

law [5] that the probability that validation attempts will - affects the rate at which the request rate drops off after a
be made during an interval of lengths group of CRL segments have been issued. This can be seen
by comparing figure 1 to figure 6.
|:(vt)n:| efvt (12) .
n! 5. Over-issued segmented CRLs

If there ares CRL segments, then there is a probability
of 1/s that segment 1 will be needed to perform any given  The reason that the peak request rate for segmented
validation attempt. Thus, the probability that segment 1 will CRLs (equation (17)) is the same as the peak request rate

not be needed for any of validation attempts is for unsegmented CRLs (equation (2)) is that they both suf-
fer from the same problem. In both models, all CRLs expire

" at the same time. As a result, there is a moment in time in

(1 — g> (13) which every relying party’s cache is empty. At this moment,

every validation attempt will result in a request for revoca-
Equations (12) and (13) can be combined to determine thetion information from the repository. Since the validation
probability that any given relying party will not request seg- rate isNw, this is the peak request rate.

ment 1 during the intervd0 . . . ¢]: Sections 3 and 4 have presented two techniques for im-
proving the performance of repositories, with section 3
) 1\" [ (0t)" demonstrating how peak request rates can be reduced and
Z (1 g> {T} Tt = gmvt/s (14) section 4 demonstrating how the sizes of CRLs can be re-

n=0

duced without increasing the peak request rate. To a certain
Next, the probability that a relying party will need seg- degree, the advantages of these two techniques can be com-

ment 1 during the intervdk . .. ¢ + dt] (in the limit dt — bined. However, as the amount of segmentation increases,
0) must be determined. The probability that one valida- the degree to which over-issuing can reduce the peak re-
tion attempt will be made in the intervél. ..t + dt] is? quest rate decreases.

2since the intervalt . ..t + dt] is infinitesimally small, it can be as- . Ther(_a are two baSI_C ways th_at oyer-|§SU|ng can be com-
sumed that the probability of more than one validation attempt occurring Pined with segment&}tlon. Th? firstis to issue all CRL seg-
is 0. ments at the same time, but issue the CRL segments more
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Figure 6. Request rate for three CRL segments

often than is required by the CRLs’ validity periods. The peak requestrate can be reduced. If the three CRL segments
other way is to issue each segment only as often as necesdrom the example above were issued continuously, then the
sary, but to stagger the issuance of each segment so that thgeak request rate would be only 8.01 requests/second. As
peak request rates for the different segments occur at differ-was described above, however, as the number of segments
ent times. increases, the degree to which the peak request rate can be
In order to demonstrate the advantage of staggering thereduced also decreases. So, if revocation information is di-
issuance of CRL segments, the scenario from figure 6 will vided among a large number of segments in order to reduce
be used as an example. The request rate for each segmetite size of each CRL segment, then there may be no advan-
at the time of issuance is 11.57 requests/second. How-tage, in terms of peak request rate, to over-issuing the CRL
ever, after 8 hours the request rate has dropped to 3.81 resegments or to staggering the issuance of the segments.
guests/second and after 16 hours the request has dropped In general, the request rate for over-issued segmented
to 1.25 requests/second. So, if the issuance of the threeCRLs is
CRL segments were staggered by 8 hours then the peak
request rate would be only 16.64 requests/second as op- Npe—vt/s
posed to a peak rate of 34.72 requests/second if all three Ry(t) = ve
segments were issued at the same time (see figure 7). Un- (O—=1) (1 —ev/50) +1

fortunately, the peak request rate does not continue to de- . . .
cline withyincre;)sing nuqmbers of segments. With 4 CRL wheret is the amount of time since the latest CRL segments

segments issued at 6 hour intervals, the peak request ratd/¢€ issued. Abs 'g sectu?n 3,bthe IowesF possmlg peak re-
increases slightly to 17.15 requests/second. As the numbe huel§t r'ate can be etﬁrm!n(; 2y cc;}mputlnlg equation (19) in
of CRL segments approaches infinity, the peak request rate e limitasO approaches infinity. The resulting request rate
approaches the peak rate for an unsegmented CRL.

In general, the request rate for segmented CRLs issued

(19)

at evenly separated intervals is N
y sep Ry =2 (20)
vl + s
—ot' /s s—1 —wvt'/s —vl/s . . .
Nve "/ S et = Nve™""/s (1 —e7'/") 6. Choosing a method for issuing CRLs
s — s (1—evi/s?)
(18) A number of factors must be taken into account when
choosing the best method for distributing certificate status
wheret’ =t mod (). information using CRLs. In addition to the validation rates

If a CA is willing to over-issue each CRL segment, then of relying parties and the validity periods of the CRLs, one
the peak request rate can be reduced even further. Using thenust consider the expected number of revoked certificates
example from above, if three CRL segments are used andand the environments in which relying parties will be oper-
each segment is issued once every 8 hours, then the peak reting.
guest rate will be only 14.83 requests/second. Furthermore, All of the techniques described above rely on the re-use
the more frequently the segments are issued, the more thef cached information in order to reduce peak request rates.
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Figure 7. Request rate for three CRL segments with staggered issuance

If relying parties must obtain fresh revocation information parties will be operating off-line, then segmentation will
from the repository each time a validation is performed, ei- not be effective. Relying parties that operate off-line will
ther because CRLs are valid for a very short period of time not know which certificates they will be validating at the
or the validation rates of the relying parties are relatively time that they obtain CRLs from the repository. As a result,
low, then none of the techniques described in this paper will if CRLs were segmented, these relying parties would need
be effective at reducing the peak request rate. As an examio obtain all of the segments. Over-issuing, on the other
ple, if CRLs were valid for only 10 minutes instead of 1 day, hand, will be very useful for these relying parties. If CRLs
then the lowest peak request rate that could be obtained byare over-issued, then relying parties will be guaranteed to
over-issuing for the example in section 3 would be 32.47 always obtain relatively fresh information from the repos-
requests/second. This represents a mere 6.5% improvemeritory each time they request a CRL. Without over-issuing,
over the traditional method as opposed to the 90.9% im-some relying parties requesting certificate status informa-
provement that was possible when CRLs were valid for a tion would receive CRLs that are about to expire. These
day. The best solution in this case is to break up CRLs into CRLs would be of little or no use to the relying parties.

as many segments as possible in order to minimize the time

required to service a request. 7. Conclusions and future work

If CRLs are valid for a sufficient length of time to make
caching effective, then the best choice of certificate status This paper has presented a model for the traditional
distribution method will depend on the expected number of method of distributing certificate status information using
revoked certificates. If it is expected that very few certifi- CRLs along with models for two improved methods for us-
cates will be revoked, then segmentation will not be very ing CRLs. As was shown, these improved methods can re-
effective in reducing the size of CRLs. This may be the case duce peak loads on repositories, and thus improve response
with an authority revocation list (ARL) since it is expected times, in almost all environments.
that certificates issued to certification authorities will rarely  One method of certificate status distribution that this pa-
need to be revoked. For these environments, the best opper did not cover is the use of delta-CRLs. With delta-
tion is to issue unsegmented CRLs, but to over-issue themCRLs, one can have base CRLs whose lifetimes are rela-
in order to reduce the peak request rate. tively long, allowing for re-use, while at the same time us-

If there will be a large number of revoked certificates, ing delta-CRLs with relatively short lifetimes in order to
then it may be more important to reduce the sizes of CRLs ensure that relying parties have up-to-date certificate status
than to reduce the peak request rate. If this is the casejnformation. We are working to develop models for the use
then segmentation should be used. If certificate status in-of delta-CRLs that will demonstrate how they can be used
formation is divided among a sufficiently large number of most effectively. This work will be described in a future
segments, however, then there is no need to over-issue theaper.
segments as over-issuing will not substantially reduce the
peak request rate.

One final variable to consider when choosing a method
for distributing certificate status information is the environ- [1] S. Berkovits, S. Chokhani, J. A. Furlong, J. A. Geiter, and
ment in which relying parties will be operating. If relying J. C. Guild. Public Key Infrastructure Study: Final Report
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